
 
 

 

RetireUp System Security 
The security of your clients’ data is critical to RetireUp.  The following describes what we do to maintain 

that security and your trust. 

  

Electronic Security of Client Data 

All Client Data associated with RetireUp software is resident on secure servers protected by redundant 

packet filter firewalls with integrated Intrusion Detection and Prevention (IDP) technology, and network 

address translation (NAT). These security technologies prevent unauthorized access through secure 

protocol enforcement/control, and client-server authentication procedures. 

When you access your Client Data on the RetireUp servers, the data is encrypted when traveling 

between their computer and the server, using the Secure Socket Layer (SSL) protocol.  Our servers are 

patched against the “Heartbleed” Open SSL security vulnerability (details.) 

 

SSL Encryption 

The RetireUp website (https://www.retireup.net) uses Digicert Extended Validation SSL Certificates with 

256-bit encryption.  RetireUp’s browser requirements mandate support of 128-bit encryption; browsers 

supporting only lower encryption levels are unable to access client data. 

 

Physical Security of Client Data 

The RetireUp software system is resident on servers (hardware) that are protected from physical harm 

and intrusions. 

The servers are geographically distributed in state-of-the-art Colocation Facilities (Data Centers) located 

in multiple locations across the United States. The Data Centers are SSAE-16 SOC I audited/certified, and 

employ multiple layers of access security controls including biometrics, keycard, and PIN-code 

enforcement. All access is strictly controlled and logged. The facilities also employ 7x24 video camera 

surveillance, alarm monitoring, and state-of-the art uninterruptable power, smoke detection and fire 

suppression systems. Multiple security levels restrict individual access only to the areas required for 

specific job functions. 

Critical data is mirrored between data centers on a real-time basis, backed up daily, and weekly back-

ups copied to a secure off-site location for disaster recovery. 

For paying customers, all data is persisted in a private instance database.  We do not share our database 

instance with other solutions.  Our database connections are also firewalled to only be accessible by our 

application.  Many solutions today rely on shared storage solutions which require the database port be 
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opened to non-whitelisted external IP addresses.  Our solution is very tightly controlled at the IP address  

level and is inaccessible except from our servers and our applications. 

 

Proactive Security Testing 

RetireUp conducts weekly application vulnerability assessments and remediates issues as soon as 

administratively possible.  The testing includes checks for all areas of the OWASP “Top Ten” for web 

applications: 

● Injection 

● Cross Site Scripting 

● Broken Authentication and Session Management 

● Insecure Direct Object Reference 

● Cross Site Request Forgery 

● Security Misconfiguration 

● Insecure Cryptographic Storage 

● Failure to Restrict URL Access 

● Insufficient Transport Layer Protection 

● Unchecked Redirects and Forwards 

 

User IDs and Passwords 

Users are assigned an individual a User ID and password, which allows them to access the client 

information they have entered in prior sessions. It is important that users: (1) choose a password that is 

not obvious and (2) protect their User ID and password from unauthorized discovery or use.  All 

passwords are salted and secure hashed so that even if they were exposed, the true password could not 

be determined from the source. 

 

Additional Protections and Personally Identifiable Information (PII) 

The security systems and protocols on the RetireUp website provide the industry-standard protections 

available to websites with the type of data RetireUp stores. Even with this assurance and level of 

protection, some clients may be concerned about the security of their data. In those situations, there 

are additional actions that could limit the ability of anyone to associate specific client information with a 

particular person. RetireUp limits the amount of personal information collected to: 

● First and last name 

● Date of birth 

It is important the year of birth be accurate so the program will correctly calculate taxes, tax penalties (if 

applicable), and required minimum distributions from qualified assets. For additional protection, you 

could input a partial or fictitious last name. The name you input into RetireUp is the name that appears 



 
 

 

on the title page of Client Presentations. 

 


